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{571 ABSTRACT

The present invention provides a penetration-analysis
method, which (1) provides a systematic approach to pen-
etration analysis, (2) enables the verification of penetration-
resistance properties, and (3) is amenable to automation. An
Automated Penetration Analysis (APA) tool is provided, to
support the penetration analysis method. The penetration-
analysis system and method is based on a theory of pen-
etration-resistant computer systems, a model of penetration
analysis, and a unified representation of penetration patterns.
The theory consists of the Hypothesis of Penetration-Resis-
tant Systems and a set of design properties that characterize
resistance to penetration. The penetration-analysis model
defines a set of states, a state-invariant for penetration
resistance, and a set of rules that can be applied for analyzing
the penetration vulnerability of a system. An interpretation
of the Hypothesis of Penetration-Resistant Systems within a
given system provides the Hypothesis of Penetration Pat-
terns, which enables the present invention to define a unified
representation for a large set of penetration instances as
missing check patterns.

6 Claims, 31 Drawing Sheets

e R A SYSTEM (1CE)
CODE STATEMENT] (ODE STATEMENTH
PRIMITIVE
EEROR 510
5150
R | —— PRUNTIVE FLOW |-~ 5150
535 STATEMENT] STATEMENTN -
FUNCTION CONDITION SET INFORMATION
oW e —————— ONSISTENGY - ———————————— FLOW
INTEGRATOR 4 PROVER W~ INTEGRATOR
INTEGRATED INTEGRATED A
FUNCTION FLOWS 540 INFORMATION FLOWS AW
DETECTION
MODULE
55
SPECS SPECS SPECS
FONCTONFIOW )~~~y ===l % THMING CONSISTENY /4~ INFORMATION FLOW
VALIDATION CHECKER S CHECKER VALIDATION CHECKER
555 (NTERFACE 5
VALIDATION CHECKER 570
550
y ¥ y
FaweD | [ CORRECT FUWED | [ CORRECT FwED | [ coRReqT FaweD | [ corRecT
FLOWS FLOWS FLOWS | * | FLOWS FLOWS FLOWS FLOWS FLOWS

Copy provided by USPTO from the CSIR Image Database on 08-20-2001



U.S. Patent Jan. 16, 1996 Sheet 1 of 31 5,485,409

TCB ENTRY POINT => SDFREE (ADDR) EXIT FROM
10 SDFREE

ADDR POINTS
T0 A VALID SHARED DATA SEGMENT IN PROCESS
SEGMENT LIST?

— /\/120

SDP = POINTER TO SHARED MEMORY ATTACHED AT ADDR
ADDR => SDP

130
FUNCTION CALLTO SDFRCM EXIT FROM
_ 140

SDFREE

GLOBAL
SHARED MEMORY TABLE ENTRY FOR
SDP FOUND?

YES
FUNCTION CALL TO SHMFREE 150

NO OTHER
PROCESS ATTACHED TO THIS SHARED
MEMORY REGION?

160

170

INCORE
REFERENCE COUNT = 0 AND SHARED MEMORY
NOT YET DFLETED?

FUNCTON CALLTo Spp__> 1180
0 ERROR ON SWAF?

ce FUNCTION CALLTO PANIC 195

M Fig. 1

190

Copy provided by USPTO from the CSIR Image Database on 08-20-2001



U.S. Patent Jan. 16, 1996 Sheet 2 of 31 5,485,409

TCB ENTRY POINT => MSGSND (MSQID, MSGF, MSGSZ, MSQELG)

v 210
QP = MSGQUE POINTED AT BY MSGQID 4

MSGAID => QP EXIT FROM
MSGIND
720
0P 15 A VALID MSGQUE O
FND THESEQUENCE # 0 O MATCHESTHATOF
IEOD? EXIT FROM
= o N
NO
0 < MSGS7 < MAXMSGSIZE?
EXIT FROM
e o s
READ ACCESS T%ASéEG(jJ?M?ENT CONTAINING NO
' EXIT FROM
- o
BSGP POINTS TO USER SPACE? NO
YES
co EXIT FROM

MSGSND

MSGHG
DOES NOT SPECIFY IPC_NOWAIT?

Fig 2

Copy provided by USPTO from the CSIR Image Database on 08-20-2001



U.S. Patent Jan. 16, 1996 Sheet 3 of 31 5,485,409

TCB ENTRY POINT =>  MSGSND (MSQID, MSGF, MEGSZ, MSGFIG)

v 310
(QP = MSGQUE POINTED AT BY MSGQID N
MSGOID

> 0P EXIT FROM
320  MSGSND
WRITE ACCESS NO
T0 QP PRESENT?
EXIT FROM
YES 330  MSGSND
READ ACCESS NO
T0 SEGMENT CONTAINING
HSGP?
EXIT FROM
YES 340 MSGSND
JASGP POINTS NO
T0 USER SPACE?
EXIT FROM
YES 350  MSGSND
MSGQUE QP NO
STILL EXISTS?
YES 360

NO FREE MESSAGE
HEADER EXISTS?

SLEEP FUNCTION CALLED YES

380

EXIT FROM
370 MSGSND

385

MSGP
POINTS TO USER SPACE?

YES

390
INCREASE THE SIZE OF QP BY MSGSZ BYTES /\/
) MSGS7 => QP

Fig. 3

Copy provided by USPTO from the CSIR Image Database on 08-20-2001



U.S. Patent Jan. 16, 1996 Sheet 4 of 31

TCB ENTRY POINT => SEMCTL (SEMID, (D)
v /\/410
SP = SEMAPHORE SET POINTED AT BY SEMID
SEMID => SP
420
SPIS A VALID NO
SEMAPHORE AND THE SEQUENCE # OF SP MATCHES
THAT OF SEMID?
130
VES
: (D 1S IPC_RAND?
| 440

L2 N J ES O

ACCESS TO REMOVE SP PRESENT? N
450
PROCESS UID 0

FATCHES THE 0 OF THE OWNER OR CREATOR OF
5P OR HAS SPECIAL PRIVILEGES?
o 460
< FUNCTION CALLTO MFREE
¥ /\/470
P = MAP ENTRY OF GLOBAL SEMAPHORE TABLE
SEMAAP —> MPEAT <> P
480
0 NEW ENTRY HAS
T0 BE CREATED IN SEMAPHORE MAP AS A RESUIT OF

RELEASE OF A SEMAPHORE
BUFFER?

485

SP => BP (MAP ENTRY OF SEMAPHORE MAP TABLE)

490
ADD ENTRY TO BP WITH POINTER TO SPACE FREED BY SP /\/

35,485,409

EXIT FROM
SEMCTL

EXIT FROM
SEMCTL

EXIT FROM
SEMCTL

Fig. 4

Copy provided by USPTO from the CSIR Image Database on 08-20-2001



5,485,409

Sheet 5 of 31

Jan. 16, 1996

U.S. Patent

MO SMO SMo SMo SMOTS SMOT4 SMOM SMOY
11040) (MY DI | | camvd DI0) (I D0 M
05
04 09 430N NOLLYANYA
DHSIN 555
43X23H) NOLYaIYA 5J3dS 43XD3H) NOLLYGITYA
MOTINOIVWAOINI Y _ _ o  ANIISISNODONWLL Vo X ————— o MO NOIDNN
SHdS B B
595
TInaow
NOILJ3L30
P SMOT NOLYWAOINI 0vS SMOY NOLDNN
055 Q3LY493INI Q3L49IINI
40LV493IN] e HIN0Y oo —S YOLAIIN
M  Je———————— = —— MNIISISNG) = —— 22— e MoH
NOLLYWNOINI 135 NOILIONO) NOILDNNY
I R )
4515
oLc 4OIY¥INI9 J/Em
Mo
INLWiN
S S NINIWALYIS 3000 | T T awams 300
(99 WALSAS (900 WILSAS

Copy provided by USPTO from the CSIR Image Database on 08-20-2001



U.S. Patent Jan. 16, 1996

Sheet 6 of 31

INTEGRATED INFORMATION FLOWS

Y

INTERFACE VALIDATION CHECKER FLAWED

¢ CORRECT
CONDITIONAL INFORMATION FLOW CHECKER —AWED.
,L CORRECT
TIMING CONSISTENCY CHECKER FLAWED
‘L CORRECT
CORRECT FLOWS
Fig. 6A
INTEGRATED FUNCTION FLOWS

Y

< INTERFACE VALIDATION CHECKER FLAWED

| comea
< CONDITIONAL FUNCTION FLOW @LWED_,
¢CORRECT
< TIMING consmmcvcnw,
,LCORREG
CORRECT FLOWS
Fig. 6B

Y

5,485,409

FLAWED
FLOWS

Y

FLAWED
FLOWS

Copy provided by USPTO from the CSIR Image Database on 08-20-2001



U.S. Patent Jan. 16, 1996 Sheet 7 of 31 5,485,409

ENTRY POINT. USTAT (OPISES
PATHCOND: USTAT: MP < MOUNT
USTAT: (MP—>M_DEV==U.U_AP->DEV)
USTAT:  (SIZEQF(INO_T))=> COPYSEG: (CNT)

(
USTAT: (SIZEOF(DADDR_T))=> COPYSEG: (CNT)
USTAT: (U.U_AP—>BUF) = COPYSEG: (DST)
USTAT: (&FP=>S_TFREE) = (OPYSEG: (SRC)

USTAT: — COPYSEG

Fig. 74

TCB ENTRY POINT => USTAT (DEV, BUF)

/10

ENTRY
JP WITHIN THE LIMITS OF
THE GLOBAL MOUNT TABLE?

EXIT FROM
USTAT

NO

7120

MOUNT
TABLE ENTRY MP POINTS TO DEVICE
NUMBER DEV?

EXIT FROM
USTAT

DST = BUF :

BUF => DST
s 730
&FP—>S_TFREE => SRC

SIZEOF(INO_T) = (NI
SIZEOF(DADDR_T) = CNI

740

FUNCTION CALL TO COPYSEG
WRITE CNT BYTES FROM SOURCE SRC
T0 DESTINATION DST

Fig. 7B

Copy provided by USPTO from the CSIR Image Database on 08-20-2001



U.S. Patent Jan. 16, 1996 Sheet 8 of 31 5,485,409

1(B BOUNDARY\\

7777777777 USER
%
%
TRUSTED % \ l
PROES / \ s osn [ !
% \ :
|
1 A |
% \ A Y
2 /1 |//////////D<XXX//\/D<XXX//,{\\\\Y;//
]
\ 1%
\ 1%
KERNEL REFERENCE MONITOR ‘\ VARIABLE | ! ;
MECHANISM (RMM) \\ BUF X : ¥
|
ACCESS CONTROL POLICY \ MR
' ‘\ l| : d
—— Lops |
COPYSEG | | 1 COPYSES
BUF |[€&——————— SUPERBLOCK OF MOUNTED
(OPYSEG FILE SYSTEM SPECIFIED
BY DEV
KEY
B34 UNPRIVILEGED ENTRY POINT
L1 PRIVILEGED ENTRY POINT
FAULTY ENTRY POINT
—> EXECUTION PATH
=—=—=> INVOCATION OF TCB PRIMITIVE
— —— 2 INFORMATION FLOW
Fig. 8

Copy provided by USPTO from the CSIR Image Database on 08-20-2001



U.S. Patent Jan. 16, 1996 Sheet 9 of 31 5,485,409

TCB ENTRY POINT => NAP (PERIOD)

910

PERIOD < MAXIMUM
ALLOWABLE LIMITS?

EXIT FROM
SYSTEM CALL

YES

920

TIME TO NAP
(INTICKS) < 0?

BT FROM
SYSTEM CALL N0 930
< FUNCTION GALLTO TIMEOUTj/
940
fES CORRECT INSERTIOR

POINT FOR NEW ENTRY FOUND WITHIN CALLOUT
ABLE BOUNDARY?

NO

950
< HNTIONGALTO PANd/

Fig. 94

Copy provided by USPTO from the CSIR Image Database on 08-20-2001



U.S. Patent Jan. 16, 1996 Sheet 10 of 31 5,485,409

T(B BOUNDARY\\

| VAVA AL AL

TRUSTED

PROCESS

SONN NN N NN

TPs
VoI YT 7777 7T T 77777 7 RS 7

KERNEL NAP (PERIOD)

960
(]) INVOKE R
N-1
CALLOUT TABLE
KEY

(R UNPRIVILEGED ENTRY POINT
1 PRIVILEGED ENTRY POINT
FAULTY ENTRY POINT
—> EXECUTION PATH
———=> INVOCATION OF TCB PRIMITIVE
=== 3> INFORMATION FLOW

Fig. 9B

Copy provided by USPTO from the CSIR Image Database on 08-20-2001



U.S. Patent Jan. 16, 1996 Sheet 11 of 31 5,485,409

TCB ENTRY POINT = KILL (PID, SIGNQ)
1010
NO SIGNQ WITHIN RANGE?
0 < SIGNQ < NSIG?
EXIT FROM iS
SYSTEM CALL 1020
YES PD=1
(INIT PROCESS) AND SIGNO = SIGKILL? __—
EXIT FROM "
SYSTEM CALL 1030
NO ENTRY 2 IN
PROCESS TABLE ! = NULL?
[ BN M )
YES 1040
°ee 1Es 1050
NO (PROCESS ID OF P)
= PID?
L 3N X ) YES
1060
NO CURRENT PROCESS
HAS PRIV_KILL PRIVILEGE OR IS OWNER
OF PROCESS P?
EXIT FROM
SYSTEM CALL YES
1070
NO CURRENT PROCESS
HAS SIGNALING ACCESS TO PROCESS P?
EXIT FROM
SYSTEM CALL VES 1080

!

< FUNCTION CALLTO PSIGNAL

1090
ALTER PROC TABLE ENTRY FOR P /\/
P—P SG=SIGN0 - |
SIGNO => P->P_SIG

Fig. 104

Copy provided by USPTO from the CSIR Image Database on 08-20-2001



U.S. Patent Jan. 16, 1996 Sheet 12 of 31 5,485,409

TCBBOUNDARY\\q\\x‘

USER |

V0l
/ ADDRESS
¢ SPACE
AT ¢
Y0 awen,se |
/ f
/ L
TPs \y/ '
| | 12 A |/ £ 7 L L L L AR L L L L DOA ///
Y
Y
I “
WRTE| (]
Y
L/
ACCESS CONTROL POLICY \ R
| “
(ERNEL | t
l
. |
R
PROCESS
STRUCTURE
P

KEY

[RRXA UNPRIVILEGED ENTRY POINT

1 PRIVILEGED ENTRY POINT

FAULTY ENTRY POINT
——> EXECUTION PATH
== INVOCATION OF TCB PRIMITIVE
— = —3» INFORMATION FLOW

Fig. 10B

Copy provided by USPTO from the CSIR Image Database on 08-20-2001



U.S. Patent Jan. 16, 1996 Sheet 13 of 31 5,485,409

TCB ENTRY POINT => EXECE (ENAME, ARGE ENVP)

v 1110
< FUNCTION CALLTO GETHEAD/\/

ENAME
POINTS TO A VALID FILENAME IN USER
SPACE AND THE CURRENT PROCESS HAS READ ACCESS
T0 ALL THE DIRECTORIES IN THE
PATHNAME?

NO

EXIT FROM
SYSTEM CALL

1130
IP=INODEFORFILEENAME [/
ENAME => 1P

EXIT FROM
SYSTEM CALL YES

1150
< FUNCTION CALLTO READ 5'/

Fig 114

Copy provided by USPTO from the CSIR Image Database on 08-20-2001



U.S. Patent Jan. 16, 1996 Sheet 14 of 31 5,485,409

T(B BOUNDARY\\

P77 7777777

EXECE (FNAME, ARGP, ENVP)

//
g
g
TRUSTED g
PROCESS /
/
/|
Ths /
| WAV AV AVAVA | VAVAAV AL 5. VA A A A A A4 005 ////
- %
ACCESS CONTROL POLKY %
%
INVOKE g
1
G f
1
KERNEL “
lREAD L]
g |
CONTENTS
i FNAME

A NPRIVILEGED ENTRY POINT

1 PRIVILEGED ENTRY POINT

FAULTY ENTRY POINT
—> EXECUTION PATH
=== |NVOCATION OF TCB PRIMITIVE
— —=3» INFORMATION FLOW

Fig. 11B

Copy provided by USPTO from the CSIR Image Database on 08-20-2001



U.S. Patent Jan. 16, 1996 Sheet 15 of 31 5,485,409

TCB ENTRY POINT => SHUTDN (ADDR)

1210
CALLING PROCESS
HAS SHUTDN PRIVILEGE?
EXIT FROM

1220 SHUTDN

< FUNCTION CALLTO SHUTDOWD\/

1240
FUNCTION CALL TO COPYSEG
WRITE FROM SOURCE SRC
TO DESTINATION DSIT

Fig. 124

Copy provided by USPTO from the CSIR Image Database on 08-20-2001



U.S. Patent Jan. 16, 1996 Sheet 16 of 31 5,485,409

1CB BOUNDARY\\

VLl L Ll L

USERJ
PROCESS

ADDR

SECURITY
OPERATOR
PROCESS

1Ps /

L L l\\\\l// 21
KERNEL

USER |
PROCESS

TS )
\
N
N
N
\
N
N
N

—
— —
e
—

ADDR VARI)?BLE

ACCESS CONTROL POLICY

i

1

1
|

-—

COPYSEGA. COPYSEG,
Y Y

SECURITY ROOT FILE

» ADMINISTRATOR ¥ = = = = = = = = — — > SYSTEM
v OBIECT (OPYSEG SUPERBLOCK

z_ < PESSSSSSSN

KEY
[RXXA UNPRIVILEGED ENTRY POINT
1 PRIVILEGED ENTRY POINT
FAULTY ENTRY POINT

—> EXECUTION PATH

=== |NVOCATION OF TCB PRIMITIVE

— — =3 INFORMATION FLOW

Fig. 12B

Copy provided by USPTO from the CSIR Image Database on 08-20-2001



U.S. Patent Jan. 16, 1996 Sheet 17 of 31 5,485,409

TCB ENTRY POINT =>  SMOUNT (SPEC, DIR, RWELAG)
1305

NO CURRENT PROCESS HAS
PRIV_MOUNT PRIVILEGE?
EXIT FROM

SMOUNT YES
1310

SPEC
POINTS TO A VALID
FILENAME IN USER SPACE AND
CURRENT PROCESS HAS READ ACCESS

XTT LRON TO ALL DIRECTORIES N THE

SMOUNT :

1315
1P = INODE OF FILE POINTED AT BY SeEC. V"
SPEC = 1P
R
POINTS TO A VALID 1520
NO FILENAMAE IN USER SPACE AND

CURRENT PROCESS HAS READ ACCESS

O ALL DIRECTORIES IN THE
EAlTEROM PATHRAME?
YES 1325
NO P 1 OF TYPE DIRECTORY?
EXIT FROM YEs
SHOUNT 1330
REFERENCE COUNT OF 1P = 17
EXIT FROM YES
SHOUNT 1335
P POINTS TO ROOT INODE?
EXIT FROM
SMOUNT NO
Fig. 13A4-1

Copy provided by USPTO from the CSIR Image Database on 08-20-2001



U.S. Patent Jan. 16, 1996 Sheet 18 of 31 5,485,409

1340

MOUNT TABLE
ENTRY MP WITHIN LIMITS
(OF TABLE SIZE?

EXIT FROM

SMOUNT 1345

ENTRY MP FREE?

EXIT FROM
SMOUNT

MP = NEXT SLOT IN TABLE /‘/ 1355
MP => MP

Y

DEVZOFMP=DEVAOF R | 1360
1P=>L_ RDEV > MP—> M_DEV

Fig. 13A-2

Copy provided by USPTO from the CSIR Image Database on 08-20-2001



U.S. Patent Jan. 16, 1996 Sheet 19 of 31 5,485,409

T(B BOUNDARY\\

VL L Ll L L

USER |
ADDRESS
SPACE

SMOUNT (SPEC, DIR, RWFLG)

PROCESS

4

/

[/

TRUSTED 4
/

%

%

%

TPs \F \

\ /L 2L A | AV AVETAL. .. 2. VA. A A o A4

ACCESS CONTROL POLICY )

KERNEL U 2OV
 RESOURCE
: BOUNDS 1 \
\ CHECKS |

z2_ PISSSSSSSS

KEY FNAME

B2 UNPRIVILEGED ENTRY POINT

1 PRIVILEGED ENTRY POINT

FAULTY ENTRY POINT
——> EXECUTION PATH
== INVOCATION OF TCB PRIMITIVE
= == 3» NFORMATION FLOW

Fig. 13B

Copy provided by USPTO from the CSIR Image Database on 08-20-2001



Copy provided by USPTO from the CSIR Image Database on 08-20-2001



Copy provided by USPTO from the CSIR Image Database on 08-20-2001



Copy provided by USPTO from the CSIR Image Database on 08-20-2001



Copy provided by USPTO from the CSIR Image Database on 08-20-2001



Copy provided by USPTO from the CSIR Image Database on 08-20-2001



Copy provided by USPTO from the CSIR Image Database on 08-20-2001



Copy provided by USPTO from the CSIR Image Database on 08-20-2001



Copy provided by USPTO from the CSIR Image Database on 08-20-2001



Copy provided by USPTO from the CSIR Image Database on 08-20-2001



Copy provided by USPTO from the CSIR Image Database on 08-20-2001



Copy provided by USPTO from the CSIR Image Database on 08-20-2001



Copy provided by USPTO from the CSIR Image Database on 08-20-2001



Copy provided by USPTO from the CSIR Image Database on 08-20-2001



Copy provided by USPTO from the CSIR Image Database on 08-20-2001



Copy provided by USPTO from the CSIR Image Database on 08-20-2001



Copy provided by USPTO from the CSIR Image Database on 08-20-2001



Copy provided by USPTO from the CSIR Image Database on 08-20-2001



Copy provided by USPTO from the CSIR Image Database on 08-20-2001



Copy provided by USPTO from the CSIR Image Database on 08-20-2001



Copy provided by USPTO from the CSIR Image Database on 08-20-2001



Copy provided by USPTO from the CSIR Image Database on 08-20-2001



Copy provided by USPTO from the CSIR Image Database on 08-20-2001



Copy provided by USPTO from the CSIR Image Database on 08-20-2001



Copy provided by USPTO from the CSIR Image Database on 08-20-2001



Copy provided by USPTO from the CSIR Image Database on 08-20-2001



Copy provided by USPTO from the CSIR Image Database on 08-20-2001



Copy provided by USPTO from the CSIR Image Database on 08-20-2001



Copy provided by USPTO from the CSIR Image Database on 08-20-2001



Copy provided by USPTO from the CSIR Image Database on 08-20-2001



Copy provided by USPTO from the CSIR Image Database on 08-20-2001



